be30MacHOCTb

e Te3uncbl No 6€30MacHOCTN XpaHeHWs KoprnopaTMBHbIX 6a3 AaHHbIX.



Te3ncbl Mo 6e30MnacHoOCTHU
XpPaHeHNS KOPrnopaTUBHBbIX
0a3 NaHHbIX.

Y Hac 0oBOJIbHO 60bLLLION N OANINTENbHbLIM ONbIT PaboThl B Chepe CONPOBOXKAEHNSA CEPBEPOB
3aKa34uMKOB, a TakXXe npenocTaBsieHns obaadvHbIX CEPBUCOB Yepes MHTepHeT. Mbl NOAFrOTOBUAN
Ons Bac B cxkaToM Buae Te3unchl, basmpyowmecs Ha HaweM onbiTe, No 6e30MacHOCTU N HEKOTOPbIE
pekomMeHaauunn.

1. Yrpo3bl BHELWHNX aTakK

B TeKyLlen CIOXKHOW CUTyaunm AaHHbIA acnekT 6e30nacHOCTM 0COBEHHO aKTyaleH.

Mpwn peweHnn gaHHOro BONpoca ecTb psag cnoxHocTen. C 04HON CTOPOHLI, pa3Mellas 6asbl 1C B
obnake, Bbl 3aBeOMO 3HaeTe, YTO BbICOKOKBAN(PULMPOBAHHbIE CNELManncTbl NocTapaanch
obecneynTb MakCMMabHYO 6€30MacHOCTb BallMX AaHHbLIX N 3aWMUTUTLCA OT B3NoMa. C agpyromn
CTOPOHbI, NONYNAPHbLIE N N3BECTHble 061ayHble CepBUCHI NpuUBieKaloT 6osblLue BHUMaHNA CO
CTOPOHbI 3/I0YMbILLW/IEHHUKOB WU, COOTBETCTBEHHO, MOMbITOK aTakK Ha HUX 3Ha4YnuTeNbHO bosnblue,
YyeM BO3MOXXHO ByaeT y Bac Ha BalweM obopynoBaHnn. KoHeuyHo, pa3Mellas 6a3bl 1C y cebs, Bbl
MOXXeTe HafeAaTbCsA Ha KoMNneTeHuun Bawero IT cneymanncTa v Ha TO, 4TO O BalMX cepBepax
HUKTO B MHTEPHETEe He 3HaeT.
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Ho Haw onbIT noackasbiBaeT, 4T0 100% 3alwmTbl OT BHELWHMX aTak He cyuiecTByeT. Jlinboe
YCTPOMCTBO, NOAKJ/IIOYEHHOE K MHTEPHETY, CKAHMPYETCH aBTOMAaTUYECKUMM CUCTEMAMU
3/I0YMbILLIJIEHHUKOB Ha YA3BMMOCTU W, Kak pe3ysbTaT, PUCK eCTb BCeraa.

YTO MbI pekoMmeHagyemMm aid MMHUMN3aunn PUCKOB OT
BHELWHNX aTakK:

e CoenaTb Tak, 4Tobbl 06 BHEWHMX ip aapecax, rae pasMellaeTcs Bawa 6a3a gaHHbIX,
3HaJIN KaK MOXKHO MEHbLLEe CTOPOHHMX CEPBUCOB N KaK MOXKHO MEHbLUNN KPYT N04EN.
BaxxHo, ecnun 6a3bl onybnnkoBaHbl B UHTEpHeT, obecneynTb, 4TOObl HA NHAEKCUPYEMbBIX
canTax He 6bIs10 CCbINIOK Ha Bawwn 6a3bl AaHHbIX.

e EC/in eCcTb BO3MOXKHOCTb, 06ecnednTb AoCcTyn K 6a3zaM gaHHbIX TosbKO Yyepe3 VPN.

e [10 BO3MOXXHOCTU XpaHUTb B pabo4nx 6a3zax gaHHbIX 1C Takylo nHpopMauuio, gaxxe
3an0/ly4nB KOTOPYIO, 3/I0YMbILLUIEHHUKN He CMOryT HaHecTu 6onbLuoro Bpeaa
0eaTeNnbHOCTM KOMMaHnN.

e /1 camoe rnaBHOEe - HACTPOUTb CUCTEMY pe3epBUPOBAHMSA BalLMX OaHHbLIX TakuM obpasom,
yToObI Oa)Ke ecnv B3JIOM NPOU30MNAET, Y Bac BCcerga by pe3epBHble KoNun Ans
obecneyeHnss BO3MOXKHOCTU AanbHenwen paboTbl KOMNaAHUN.

2. be3onacHoOCTb yTe4dkn nHpopmMmaunm

Mo HaweMy onbITy HanboNbLUYIO Yrpo3y B AAaHHOM acnekTe NpeAcTaBAAOT BHYTPEHHNE
COTPYOHUKN KOMMAHNWN, 3HAaKOMble C MPUHLMAAMN MOJy4YeHUs Npubbinm KOMNaHUN 1 TEXHONIOINEn
ee paboThbl.

Hanbonee 4acTo Takune yrpo3bl BO3HMKAOT B HEGOIbLLUNX KOMMAAHUAX C BbICOKOM
Map>XWHaIbHOCTbIO e ANHUYHOM CAENKN. B 3TUX KOMMNaHUAX COTPYAHMUKK obnagatoT rnyboknmum
3HAHMAMK O KNIMEHTCKOM Ba3e n bnsHec-npoueccax, 4To yBen4YnBaeT BEPOATHOCTb
3noynoTpebnenHuns.

B pe3ynbTaTe BO3HUKAOT CUTYaLIMN, KOrAa COTPYAHMKN KOMMNAHUK «yHOCAT» 6a3y CRM KnneHTOB
C NepcoHaNnbHbIMU AaHHbIMK JIMP, ncTopuen B3anMoaencTBUA U NPEACTOAWLNMN CAeNKaMn, YTO
co3faeT 3HauYUTeNbHble pUCKKN Onst busHeca.

MepBbIN War K MUHUMU3aLUNUN PUCKOB — OFpaHnYeHne 0ocTtyna K 6a3am gaHHbix 1C. 3T0 03Ha4vaerT,
YTO COTPYAHUKN KOMMAHNN HE AOJ/DKHbI UMEeTb A0CTYN K (PU3M4EeCKOMY pa3melleHnto 6a3 gaHHbIX
CaMun, HX Yepes3 Apyrux COTPYAHMKOB, AaXKe 3anpocuB Yy IT-agMuHUCTpaTopa. XKenaTenbHo, Y4Tobbl
Takom AoCcTyn 6blN TONLKO Y y4peauTenen nim y o4eHb OrpaHM4eHHOoro Kpyra auu,.

PewnTb OaHHYIO 3a4a4y BO3MOXXHO B HECKOJIbKO 3Taros:

1. Pa3amecTuTb 6a3bl 1C Ha obopynoBaHNM, KOTOPOE (PU3NYECKN HE HaX0AMTCA Ha
TeppuTopumn 3aKas4vuka.



2. NepepaTb 060pyA0OBaHME BO BHELLHEE COMPOBOXAEHNE KOMMNAHUW, rae nX CObCTBEHHbIE
CNeunanncTbl, BO-NMepBbIX, HE UMEKT HMKAKOro NpeacTaB/eHNs 0 TEXHONOrnsAX paboThl
Balllel opraHM3aLumn, 1 BO-BTOPbLIX, HECYT y>Ke Hosiee BbICOKYIO OTBETCTBEHHOCTb 3a
6e30MacHOCTb BalUMX AaHHbIX. 3TO CBA3AaHO C TEM, YTO ayTCOPCUHIOBblE KOMMNAHUK
COMPOBOXXOAOT MHOXXECTBO OpraHu3aunii, 6eperyT CBOO penyTauuio 1 3aKJYatoT
COOTBETCTBYHOLLNE OPUANYECKM 3HAYNMBIE COTNIAlLIEHNS CO CBOUMU COTPYAHMKaAMMU.

Kak pe3ynbTaT, pa3MelleHne 6a3bl 1C B KakoM-11Mbo 061a4HOM CepPBUCE MO3BOJINT 3aKPbIThb
OaHHbI Bonpoc Ha 50%. OcTasBwumecs 50% — 3TO y>Ke pa3rpaHMYeHns npaB 4OCTyNa B CaMou
6a3e faHHbIX. XOTb BHYTPEHHNE COTPYLAHUKN NN 3/10YMbILLJIEHHUKN Yy>Xe He CMOryT BbICTpO
YKpacTb BCO 6a3y AaHHbIX, OCTaeTCs BO3MOXXHOCTb pacrneyaTaTb, NepenncaTb AaHHble, eCan K
HUM €CTb OOCTYM B MNOJIb30BATE/IbCKOM pPEXXMME.

3. Yrpo3bl noTepun gaHHbIX

MHormne pykoBoauTenn CHATALOT, 4TO ANsA Toro 4Tobbl obecneynTb 6€30NacHOCTbL XpaHeHns
OaHHbIX, OCTATOYHO KYNUTb CEPBEP C pe3epBMpOBaHNEM ANUCKOB MOAOPOXKE N MOXKHO He
6ecrnokKomTbCa 0 COXPaHHOCTU. Hall onbIT rOBOPUT, YTO 3TOr0 COBCEM HE A0CTAaTO4YHO. [JOBO/IbHO
MHOIO KOMMaHUM K HaM obpallanncb C 04eHb TUNUYHOW cnTyaumen: RAID maccnB, Ha KOTOPOM
HaxXo4WINCb BCE AaHHbIE 3aKa34nKa, TePSAICA MO NMpUYMHe NoaoMKM obopyaoBaHUS KOHTpoiepa
nnn noTepun nocnegHero paboTtawLlero Aucka B MaccumBe.

WNccnepoBaHme faHHOMO BOMpPOCa MokKasaso, 4To 6e3 opraHusaumm KavyectBeHHom IT nogaep>xku
BaLLNX CEPBEPOB MOKYMKa AOPOroCTOALNX CUCTEM pe3epBupoBaHus becnonesHa. Beab, ecnm
HUKTO He aHanm3npyeT nHhopmMaLnto 0 CoOCToAHUM 060pyA0BaHUSA, ANCKOB Ha CEPBEPAX, EC/IN
HUKTO He NPOBeEpPSET, YTO pe3epBHble Konum 6a3 1C coOXpaHUINCL N NPOAOJIKAT COXPAHATLCS, TO
Hesb35 ObITb YBEPEHHBLIM B TOM, YTO Bbl HE MOTepsAeTe BCe CBOU AaHHble. Jltoboe obopynoBaHune
JloMaeTCcs Cco BpeMeHeM, 1 6e3 Haasexallero KOHTPOAs PUCK MOTEPSATb AaHHbIE MOBbILLIAETCS.

PekoMmeHOauunu:

3aKpbiTb 3Ty Yrpo3y A0BOJIbHO Nerko. HeobxoamMmo nnm opraHnsoBaTb cobCcTBEHHbIN oTaen IT,
NN 3aKJII0YUTb J0Or0BOP CO CTOPOHHEN KOMMaHuen Ha obcnyxneaHme, roe BCe 3T MOMEHThI
OyayT nNponuncaHsbl.

Pa3smelleHne xe Bawmnx 6a3 B obnake 1C B gaTaueHTpe No3BOAUT 3aKPbiTb AaHHbIA BOMPOC
3HAYNTENbLHO AelleBsie, MOCKOJIbKY BCE 3TN YCAYTM N MeponpuaTmnsa no 6e3onacHoOCTN y>Ke BXoasaT
B CTOMMOCTb 06/1a4HbIX pelleHuin. O4eBnaHo, 4To obnayHble NpoBangepbl M3Ha4YasbHO coaep >XaT
LUTAT BbICOKOKBAMIMPULIMPOBAHHLIX IT cneunanncTtoB, KOTopblie obecnevynBaloT HadeXHYO paboTy
MHO>XeCTBa OpraHu3auun.

4. Yrpo3bl OT BUPYCOB-LLUNPPOBabLLNKOB



Yrposa 3apakeHus ceTu BUPYCOM-LUNGPOBasbLLMKOM B 1060 KOMNAHMN LOBOJIbHO BbICOKA, U OHa
TeM Bbllle, 4eM HoJblle KOMMbIOTEPOB HAXOAUTCSA B CETU 1 4YeM Boblue coTpyaHUKOB paboTaeT B
KOMMaHUW.

YeM onpepnenseTcd faHHasa yrposa:

e Bawu coTpyaHnMKN He 0653aHbl BCce BbITb cneymannctamm B ob6nactu IT, N0O3TOMY BbICOK
PUCK TOrO, 4TO OHN HEOCO3HAHHO MOrYT 3anNyCTUTb HEVU3BECTHbIN hana U3 NOYThl NN
hnewkn c Bupycom, 0 KOTOPOM He 3HaeT Balla aHTUBUPYCHas NporpaMma.

e bosbllas YacTb BUPYCOB-LUNGPOBaNbLLNKOB HanucaHa noa Windows. B 60nblWMHCTBE
KoMMaHui 3a4acTtyto Ha OC Windows paboTaloT He TOJIbKO MOJ1b30BaTENMN, HO U
cepBepHoe obopyaoBaHME 1 fake KOMMbIOTEPLI, HA KOTOPbIE MPOU3BOANTCS
pe3epBMpoOBaHME OAHHbIX.

PekoMmeHOauuu:

3HauyMTeNnbHO 06e30MnacMTb KOPMopaTUBHbIE AaHHbIE OT BUPYCOB-LUNMPOBabLIMKOB MOXXHO,
NCNOJb3ysi ONepaLMoOHHY0 CUCTEMY, OJ11 KOTOPOWN CyLLECTBYET €ellle He TakK MHOIO BUPYCOB,
Hanpumep Linux. KOHEeYHO, Ha CeroAHSALWHNA OEeHb CYLLECTBYOT BMPYChl 1 Mo Linux, HO ux
ropa3fio MeHblle, 1 3apa3nuTb cepBep Ha Linux byaeT 3Ha4YnTeNbHO C/IoXKHEe, fa)Xke ecsin BCe
KOMMNbloTepbl B ochnce BynyT 3apakeHbl. Beab Bupycbl ans 3Tux OC pasHble.

Y 0651a4HbIX npoBangepoB 1C Ha ceroAHALWHMA AeHb 6onbluas YacTb cepBepoB paboTaeT Ha Linux,
NMOCKOJIbKY 3TO MO3BOJIIET HE TOJ/IbKO MOBbICUTL 6€30MaCHOCTb, HO U CHU3UTb CTOMMOCTb
npenocTaBAsieMbIX yCayr.

Tak>xe nonesHom pekoMeHaaunen bynet nepmogmnyeckoe obyyeHmne COTPYAHNKOB Ha TEMY
6e3onacHOCTM paboTbl B UHTEPHET U C 3JIEKTPOHHON MOYTON.



